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1 Goal of the service

1.1 Description of the service

The service RegisteredMail will allow the partners in the Social Security sector to send digital
documents as registered mail. This electronic version of registered mail has the same juridical value
as its paper equivalent.

1.2 Service consumers

The institutions of the Belgian Social Security that need to send documents as registered mail items to
institutions, companies, professionals, citizens ...

2 Document management

2.1 Document history

Version | Date Author Description of changes / remarks

0.1 20/11/2013 J. Buyse First Draft

0.2 25/11/2013 J. Buyse Modification after scope change

2.0 12/02/2014 J.Buyse Final version

2.2 Validation

Reviewers Name Version Remarks
Reviewed

Institution ..... F. Lastname X.y

Institution ... F. Lastname X.y

Smals Project manager F. Lastname X.y

Smals functional analyst F. Lastname X.y

or architect

IntegrationSOA F. Lastname Xy

2.3 Document references

1D Title Version Date Author

1. SAD DD/MM/YYYY Pierre Herremans,
http://intranet.smals.be/mayafrdav/nodes/6467012/eP Stéphane Flamme
051t%20%2D%20Software%20Architecture%20Docum
ent.doc

2. Web Services Security X.509 Certificate Token Profile | 1.1 01/02/2006 OASIS

http://docs.oasis-open.org/wss/vl.1/wss-v1.1-spec-0s-
x509TokenProfile.pdf

3. Web Services Security SAML Token Profile 11 01/11/2006 OASIS
http://docs.oasis-open.org/wss/vl.1/wss-v1.1-spec-
errata-os-SAMLTokenProfile.pdf

4. OASIS Standard WS-Trust 13 19/03/2007 OASIS

http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-
trust-1.3-os.pdf
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2.4 Goal of the document

This document provides functional and technical information on calling the Service RegisteredMalil, as
provided by the KSZ. This information should allow (the IT department of) an organization to integrate
and use the service.

In this service specification document, we explain the structure and content aspects of the possible
service requests and replies. An example illustrates each of those messages. Also, the list of possible
errors is included in this document.

Some technical and legal requirements must be satisfied in order to allow the integration of the
services in client applications; this document was written in order to provide you with an overview of
requirements which have to be met in order to integrate correctly with the Services offered by KSZ.

3 Service history

This chapter contains the list of changes to the service since the previous publication.

Remark: If only the minor(y) number has changed, the service is backward compatible with the
previous version. Existing consumers with no need to use the new functionality do not have to change
their implementation.

Previous version number: None
Previous release date: None
List of changes:

» 01/04/2014 v1.0: First version
> 12/02/2014 v2.0: Phase 2

4 Global overview of the Service Group

Not applicable
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5 Prerequisites

5.1 Business prerequisites

Comment: This chapter contains information about the privacy rules and the preconditions governing the use of
the Service.

5.2 Technical prerequisites

To call the WS you must sign your soap request with a Fedict X509 certificate.
This certificate identifies the institution and the application.

X509 Value Comment

C BE -

o Federal Government -

ou Institution Name Example OU=National Social Security Office

ou OU=urn:be:fgov:kbo-bce:organization:cbe-number:${CBE} Exa’t“g'e for institution with CBE 12345676890 this OU
gaiurszbe:fgov:kbo-bce:organization:cbe-
number:1234567890

CN Application identifier -

Figure 1 - X.509 certificate: parameters

5.2.1 Security

Transport security

»  For transport security one way SSL applies. The SSL connection will provide encryption to the data
transported, as well as server authentification of the service provider.

Message security

» Message security using the OASIS WS-Security standards provides authentication of the service consumer
and protects the message integrity end-to-end. See section 2.3 for links to the specifications.

» Direct authentication (OASIS Standard X.509 Certificate Token Profile): The consumer includes its X.509
certificate (wsse:BinarySecurityToken) and a timestamp (wsu:Timestamp) within the wsse:Security header.
The consumer signs the entire SOAP body, timestamp and BST headers.

6 Test, release and exploitation procedures

/
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7/ Description of the service operations

7.1 Operation SendDocument

7.1.1 Functional description

This operation allows a requester to send a document as registered mail.

7.1.2 Request message construction

diagram
| types:DocumentRequest |
SendDocumentRequest E]—'—(—H-—:EI—| RegisteredMailltern |
| Enveloppe contain ng the |
COCUMENt 3Mmd Metaiats
Send 3 L________J
source | <xsd:element name="SendDocumentRequest" type="types:DocumentRequest">
<xsd:annotation>
<xsd:documentation xml:lang="en">
Request message to send a document as registered mail
</xsd:documentation>
</xsd:annotation>
</xsd:element>
Example:

<soapenv: Envel ope xm ns: soapenv=http://schemas. xm soap. or g/ soap/ envel ope/

xm ns:vl="http://social security. be/registeredmil/v1"

xm ns:v1ll="http://social security. bel/regi sterednail/types/vl"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >

<soapenv: Header/ >
<soapenv: Body>
<v1: SendDocunent Request >

<v11: Di gest Val ue>Y5/ G6Jbr PF3sXaf d8qS/ s51b5vdDVHgnZVX2H+5g0t 8=</v11: Di gest Val ue>

<v1l: Regi steredMail I tenp

<v11: Token>t est Token_sha- 256</v11l: Token>
<v1ll: Reci pi ent xsi:type="v1l: Enterprise">

<v11l: Conpanyl D>0861023666</ v11: Conpany| D>

<v1l: Qual i tyCode>QUAL_FSC</v1l: Qual i tyCode>
</v11l: Reci pi ent >
<v1l: Docunent >

<v11l:Titl e>RegMuil _T1</v11:Title>

<v11: Di gest >

<v1l: Di gest Met hod>SHA- 256</ v11: Di gest Met hod>

</v11: Di gest >
<v11l: Downl oadFi | eNanme>Fi | eNane</v11l: Downl oadFi | eNanme>
<l--Optional:-->
<l--<vl1l: M ME>?</Vv11l: M ME>-->
<v1l: Type>EDER501</v11l: Type>
<v11l: Language>en</v1l: Language>
<v11l: Cont ent >ci d: 472982604608</ v11: Cont ent >
</v11: Docunent >

</v11: Regi steredMail I tenr

</ v1: SendDocunent Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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7.1.3 Reply message interpretation

diagram

|
SendDocumentResponse E]—|[*:E—| Receipt :

| The receipt confirming that
Response message | the document was sent
containing the recsipt for the sant |
registered mail iem

source | <xsd:element name="GetStatusRequest" type="types:StatusRequest">
<xsd:annotation>
<xsd:documentation xml:lang="en">
Request message to obtain the status and optionally the signed slip for a certain
registered mail item
</xsd:documentation>
</xsd:annotation>

</xsd:element>

Example:
<S: Envel ope xm ns: S="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns5: SendDocunent Response xm ns: ns2="http://social security.be/errors/vl"
xm ns: ns3="http://social security.be/registerednmail/types/vl"
xm ns: ns4="http://social security. bel/errors/serviceprovider/vl"
xm ns: ns5="http://social security. be/regi steredmail/v1">
<ns3: Recei pt >
<ns3: Ti cket >1ZG0000036L3Z</ ns3: Ti cket >
<ns3: Token>t est Token_sha- 256</ ns3: Token>
<ns3: Docunent >
<ns3: Titl e>Recei pt</ns3: Titl e>
<ns3: Di gest >
<ns3: Di gest Met hod>SHA- 256</ ns3: Di gest Met hod>

<ns3: Di gest Val ue>8C3QBILONM52pzCIXqj oBcFwpi nBOFaNLEM vR6Ys=</ ns3: Di gest Val ue>
</ ns3: Di gest >
<ns3: Downl oadFi | eName>Recei pt . xm </ ns3: Downl oadFi | eNane>
<ns3: M Me>t ext / xm </ ns3: M Me>
<ns3: Type>RECEI PT</ ns3: Type>
<ns3: Language>en</ ns3: Language>
<ns3: Cont ent >ci d: 18ee6a91- a70a- 4cae- b0a3-
3156129b7719@xanpl e. j axws. sun. conx/ ns3: Cont ent >

<ns3: Si gnat ur e>M AGCSqGS| b3DQEHAqCAM ACAQEXDz ANBgl ghkgBZQVEAgEFADCABgkghki GOwWOBBWEA
AKCAM | DDDCCAf SgAW BAgl JAK+AK| 6e2pmBMAOGCSqGS! b3 DQEBBQUAMCUX Fj AUBgNVBAMIDVNE YWkz| FJ
vb3QyQUEx Cz AJBgNVBAYTAKJFNVBAXDTEY MI Ay OTEOM AWNFoXDTMy MIAy OTEOM AwNFowd TEWWVBQGAL UEAX
MNU2 1hbHVg UnBv d CBDQT EL MAk GA1UEBhMCQk Unwgg Ei MAOGCSgGSI b3 DQEBAQUAAA T BDWAWYgEKAoI BAQDbF
OUUgl 2wCXbS7j gt uoQ g6/ Fl 3VnBnYFi 2] 6i n7X3QUdH5HynOd4RsV2GP8sacviVkBZ4t Mb7yl q32KPK69LI

r XDvHHp95j e+l 7INn6zKFZQQHABYHAdVY Xy M2qj AKDj Jf / 4k Cqz nFLWWi++HWFb9693hCWe xt | mTwhCpgV
CYXI OpaTr | OHz YKWZLOBj 9wiNy PTOgnx Q@ H8TV129UYxp+20MLpj kMcnW 5aNoMnvA bgl 6Dbvgs GVFoAodEh
1Bcf 5Dnyno4Hhu0f qaQH+f i y5pHE5D1ENs Bl 9EzVO7qr V8Gy50dCLS Al V4b6yl +hCQHr Sy/ SROR6bp3pDul

KWW\H+Cl AgVBAAG Pz A9VBOGALUdDg QUBBQWY/ gRi NI @ p2A3v| 3y0dhO7 FGyz APBgNVHRIVBAf 8 EBTADAQH/

MAs GA1Ud DWQEAW BBj ANBgkghki GOWOBAQUFAACCAQEALW pf vF1vq/ P9j 9Zf D941 AVj bi cTYUNAbHNj ox/

vLs7dVr Br ennN+zu+l j JK3VSBaFFy ZwlLnChOLy QPI WhBDHLg+/ ybq3quFxzHPLaDX9sS1qy9Cf Z12Bol/ p
4u+gL/ Cq0Soj cf Vx@ gf f r DkyE4Af FSel L3j rmtpw g5k FVMBWLUZT b5UBYd1NTqsLDs QAB8I XXSGGAf a09D
X6dLwQgbAOh5JXSMsvI cC452BEvGRIcon7r 7Dx SO4c6KSUWZX5hAE2dKgx0OvsNf v8al Al 2nv9KwhMNYf bu
yt Fi ARgvFpoCl gS/ VyYt B6aUn2BV8aLE+Qq7pRPr YzYi gbY+Q@8cGOTCCASMMggJd 70AMCAQ CCQCnLFf 84mT
2RTANBgkghki GOWOBAQUFADAI NRYWFAYDVQQDEWL ThWEs cy BSh2901 ENBMQs wCQYDVQQGEWI CRTAe FwOx Mz
Ex MDYWOTQRM haFwOx ODEx MDYWOTQRM haM Gu VRMAVEQYDVQQDDAP L ULogL SBCQLNTMRs wGQYDVQQKDBI GZ
WRI cnfs| Edvdnmvybnill bnQx GDAVBgNVBAS MD1Nv Y21 hb CBTZVWN1cm 0e TETVBEGALTUECWWKS1Nal COgQkNT
Uz E+ NDWGALUEOWLdXJuOmJ| OnZnb3Y6a2JvLWj ZTpvcendhbm 6YXRpb246Y2J1 LW 1bWII cj oy NDQ2NDA
2Mz ExCz AJBgNVBAYTAKJFM | Bl j ANBgkghki GOWOBAQEFAACCA@BAM | BCgKCAQEAOPNoUIs UMMCz 64 MXY7
dOon¥l DAl Ot E2LLh/ nyHWkvI MGsBS51 Pt br xCGT2gnRZHM | aoFpl i pd1/ x8/ TQf xnERAM+f uvOELZ9Ry GDz

Service specification KSZ-RegisteredMailv.1.0 - 2017-08-16 8/31




1Dz 6pSOCURKUDYaLcl Tdf avSoChBAc9t Vi yngQa9UQWEZRYW QpeQ QvZ70f 66Usal29Py NV QAr wo3l j Y
uNOqvKv Fj +nmdoPuAL3vO0Y6k KmAmMUXnJ 7BIFsRbht T6y24f GBhEphBr UVsKkn7j +3j doh5al AJvv4UZEK7
Cknez2DaETHoi uYf DPRCI9scj gx+9f gywoHf FSsgd3JqA2FI bPqq9aql +Di Oc2XK+Mviru0BONVDNW DAQABoZ
wwQ AdBgNVHQUAEFgQUTTY X7/ Xf X461 CuGOex5M CZw8bl wDAYDVROTAQH BAI wADAL Bg NVHQBEBAMCBs AnwD
QYJKoZl hve NAQEFBQADggEBAEaCEl +PUnLRzkk LHAd+0dZz4B5EGLUr FGv Yky Jbnxy 4wz PUhEMCnz Cr gqsU
20ef TuU9QXkvN3hPwz Qzr f NsOCYPQodX7dZaTkKFvRVh9j RUzgC9r 81lyoFReysXbj | L77x DMWDHy By +I NAus
OQVF1ARbO+DFOGEl PFe+7PYHa01l Ai b7up8t 04 Y/ wMo3bgEl vehOhl RDxPoOVW 1z X5PRuPO/ EnTf | hJL
i NA4dF1F2r S2RXj D83y K7dl SHBC) deH2XC) SxXdAUBFZnowr SnaAc MY8KNCy nmBk+RT/ Z51 z1 y1 t N8Mcci X
Q AoHaWszs6n0FTI RVECGo80s| wi gRDukwAADGCBpgwggaUAgEBNVDI wd TEWWBQGAL UEAX MNU21hbHVg UnBv
d CBDQT EL MAk GAT UEBh MOQk UCCQONTLFf 84mT2RTANBg! ghk gBZQVEAgEFAKCBK z AYBgk ghki GOw0OBCQVK OwY
JKoZI hvec NAQec BMCBGCSqGSI b3DQEJBDEI BCDWLdDN0s4bQzHnanM | eqOgFwXCnKbc4Vo3UQx+9Hpi zBGBg
sghki GOWOBCRACL z E3 VDUMVE Ax MAO GCWCGSAF AWQCAQUABCBE r WDLGdOv250nBNK8NKoFv5e9Ck5W ci 7d
| 9KEHqKHDANBgk ghki GOWOBAQEFAASCAQBG2+ndk M7 EUAHNVB QN7 45pPk 102 Sr haaPuzj HO781VyWjcu3q
X71 RK7S7E/ | gS55KXI JYF1nm0OBoDSY4CdNXgP6nb72vzH el ocxEzGvv2G6VCy GSEnXZV+eVBWYr 5UewCB8gL
K/ EPWADgl 1CZEr vXG1Yxaq+QuK8CgHu3d+l y DU+pWCYpf gl 7i RGaa/ t Qc ED6 YUCWAW 15uXRUWIKcAXO K
JPuaCsd4l | vivzi | zZMYHgO+710OML7+x SePE7ZM 6KdqaJV7Ny| 1gl hwd Vx5l 2Eh51j t 144anNWVSg5alHo
FqRaW UMy7Vzhj s7ngso2a541 dJdGI S+kQ45] WeyWLoYl EoTCCBJ0GCy qGSI b3DQEJEAI OWY! Ej DCCBI gG
CSqGSI h3DQEHAqCCBHkwggR1Ag EDMBWDQYJ Y1 ZI AWUDBAI BBQAWYgGOBgs ghki GOWOBCRABBKCCAXOEggF
5M | BdQ BAQYKKwYBBAGEW0 DATAX MAO GCWCGSAFI AWQCAQUABCCN2R6t aUR7y p08VW2U5E7j g+w/ 5FKWHX
hb7b2I B9gj hQ GUz NALWDTGBMy MDEOMDIVE MTA2 Mz EWOS4 1 OTFaVASAAgHOAgpEo DOl 7E3AgCheol | BAKSB/
TCB+j E/ MDOGALUEAWMA2 QrFuc XV | ENhenJdl ZmBlci BkZSBsYSBzw6l j dXJpdMOpl HNv Y21 hbGUgL SAWNDA2
Nz k 4 MDA2 MQs wCQYDVQQGEWI CRTEY MDAGAL UECgwp QrFuc XVI | ENhendl ZnBlci BkZSBs YSBzw6! j dXJpdMO
pl HN\v Y2l hbGUxNTAz BgNVBAsMLEF1Zd 01 G udGVybmgZXQgc80pY3VyaXTDqSBkZSBsJ 2l uZndybWF0aw
9uMRI WEAYDVQOHEW CUI VYRUX MRVIVK Kz ApBgk ghki GOWOBCQEWHHBhAHI pY2suYnBj aGFydEBi Y3NzLnZnb
3YuYmxggLLM | Cxwi BATB/ MHAx Cz AJBgNVBAYTAk J FNRwmnvGg YDVQOKEXNDZXJ0aXBvc3Qgcy5hLi QuLnYu
MUMNVQQYDVQQDEZz pDZXJ 0aXBv ¢ 3QgRS1UcnVzdCBTZWAv bnRhcnkgUXVhbd maWk | ENBI GZvci BMEWIhbCB
QZXJzb25z AgsBAAAAAAEVY] 1Pf dj ANBgl ghkgBZQVEAgEFAKCCAROWGY YJKoZI hvecNAGQkDMQOGCy qGSI b3DQ
EJEAEEMC8 GCSqGSI h3DQEJBDEI BCDU4W gKDNnZj DIL65WDi Qz UhVe OqMI2Dgy XEW 8nj nZTCBz QYLKoZI h
v NAQK QAgwx gb Owgbowg b cwg ZWEFDDX4K6 QEl 9nBSLNdUJIb9yt PN1YSM GDIVHSK ¢j BWmVIQs wCQYDVQQGEW] C
RTEcMBoGALUEChMITQ2Vydd wb3NOI HVLIYS4vbi 52Lj FDVEEGALTUEAXMbQ2Vydd wh3NOI EUt VHI 1c3QU2V
j b25kYXJI51 FF1YWpZni | ZCBDQSBnb31 gTGVnYWwWUGVy c29ucwi LAQAAAAABL5AT33YwFgQUwW 7+Vat hnt
FnB/ HHE7gMIRLj FokwDQYJKoZI hvc NAQELBQAEggEAPq Ty WSgDBRI HT+p1t Qs BKEWAOV7Qy8xscSXDi t t v
WZsLkuYESHY2j YvbuCgl cgsWsbaN 8nhi Oyn7mgnOx09L5vPF2T7yF+0j NTo7EuxZMNpgnHUv Nr DYuHoL z
7TYYM +dhat FN7KECKdvj | J5TQTy 2NNOADNi hOf yr zDYF3MAhFU2j KqB3el F/ az XHWOFOFt Of 3FbJasF2ga
NGCs +a64DWjl ELs90CU25nKs+q8Z2pxQvVRgouj Puy33LeKc6VDUBI SsHLt | cQ7gL+23l t j 4PVAKBSBWFXf M
VO5SvOnGqcoKRITYYAF/ yCvgKoj Lws B/ nFUY0e Y52y V7Bbvs YB2QAAAAAAAA==</ ns3: Si gnat ur e>
</ ns3: Docunent >
</ ns3: Recei pt >
</ ns5: SendDocunent Response>
</ S: Body>
</ S: Envel ope>

7.1.4 Error codes

The error codes listed here define possible business errors whilst processing the request. These error
codes indicate a problem in the content of the request, including format errors.

Error code Description

EPOST_TO01 Internal Server Error
EPOST_TO02 Unauthorized

EPOST_TO03 Cannot capture soap request
EPOST_T04 Unsupported principal type
EPOST_BO01 Business Error

GENERIC_XML_TO01 Cannot generate GenericXmIiDocument from xml

GENERIC_XML_T02 Cannot build Request from GenericXmIDocument

GENERIC_XML_TO03 Cannot generate xml from GenericXxmlDocument

GENERIC_XML_BO01 GenericXml does not contain all required data
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REPO_T01 Repository error

REPO_T02 Repository validation error

FILE_TO1 No such digest method algorithm
FILE_T02 Cannot persist file content

FILE_TO3 Cannot read file content

FILE_BO1 Digest doesn't match document.
FILE_B02 Digest method not accepted (only SHA-1
SEPIA_TO1 Sepia system error

SEPIA_TO02 Could not sign receipt

TNG_TO01 TNG unreachable - system error
TNG_T02 Cannot create ticket

JMS_TO1 Cannot send JMS message

JMS_T02 Problem getting JMS queue

JMS_T03 Problem getting JMS connection factory
JMS_T04 Unable to set IMS message properties
JMS_T05 Unable to get IMS message properties
JMS_T06 Cannot read JMS message

JMS_T07 Cannot build JIMS message

JMS_B01 JMS message properties are missing

7.3 Operation GetStatus

7.3.1 Functional description

This function allows the sender to obtain the status of his registered mail item..

7.3.2 Request message construction

diagram
:_:;'pes:S:ﬂ:usRec|ues: |
GetStatusRequest —-u—ja—FTicket | |
source | <xsd:element name="GetStatusRequest" type="types:StatusRequest">

<xsd:annotation>
<xsd:documentation xml:lang="en">
Request message to obtain the status and optionally the signed slip for a certain
registered mail item
</xsd:documentation>
</xsd:annotation>
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</xsd:element>

Example:

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns:vl="http://social security.be/registeredmil/v1l"
xm ns:v1ll="http://social security.be/registerednail/types/vl">
<soapenv: Header/ >
<soapenv: Body>
<v1l: Get St at usRequest >
<v1l: Ti cket >001000KHACGECZ</ v11: Ti cket >
</v1l: CGet St at usRequest >
</ soapenv: Body>
</ soapenv: Envel ope>

7.3.3 Reply message interpretation

diagram

The ticket number that

source | <xsd:element name="GetStatusResponse" type="types:StatusResponse">
<xsd:annotation>
<xsd:documentation xml:lang="en">

and optionally the signed slip
</xsd:documentation>
</xsd:annotation>

</xsd:element>

Response message containing the status for the requested registered mail item

Example:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<S:Body>
<ns5:GetStatusResponse xmins:ns2="http://socialsecurity.be/errors/v1"
xmlns:ns3="http://socialsecurity.be/registeredmail/types/v1"
xmlns:ns4="http://socialsecurity.be/errors/serviceprovider/v1"
xmlns:ns5="http://socialsecurity.be/registeredmail/v1">
<ns3:Ticket>1ZG0000036L3Z</ns3:Ticket>
<ns3:Token>testToken_sha-256</ns3:Token>
<ns3:Status>PENDING</ns3:Status>
</ns5:GetStatusResponse>
</S:Body>
</S:Envelope>
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7.3.4 Error codes

The error codes listed here define possible business errors whilst processing the request. These error

codes indicate a problem in the content of the request, including format errors.

Error code Description

EPOST_TO01 Internal Server Error

EPOST_T02 Unauthorized

EPOST_BO01 Business Error

REPO_T01 Repository error

REPO_T02 Repository validation error

REPO_BO01 Ticket provided does not match Registered Mail Item
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8 Description of the common types

8.1 Simple Types
8.1.1 simpleType CBE

source | <xsd:simpleType name="CBE">
<xsd:annotation>
<xsd:documentation xml:lang="en">The KBO number of the
enterprise</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:pattern value="[0-9]?[0-9]{9}"/>
</xsd:restriction>
</xsd:simpleType>

8.1.2 simpleType DigestMethod

source | <xsd:simpleType name="DigestMethod">
<xsd:annotation>
<xsd:documentation xml:lang="en">Digest Algorithm ( SHA-1, SHA-256, SHA-512).
</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="SHA-1"/>
<xsd:enumeration value="SHA-256"/>
<xsd:enumeration value="SHA-512"/>
</xsd:restriction>
</xsd:simpleType>

8.1.3 simpleType DigestValue

source | <xsd:simpleType name="DigestValue">
<xsd:annotation>
<xsd:documentation xml:lang="en">Value of digest</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:base64Binary">
<xsd:minLength value="1"/>
<xsd:maxLength value="150"/>
</xsd:restriction>
</xsd:simpleType>

8.1.4 simpleType FileName

source | <xsd:simpleType name="FileName">
<xsd:annotation>
<xsd:documentation xml:lang="en">Name to download the file.</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value="80"/>
</xsd:restriction>
</xsd:simpleType>
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8.1.5 simpleType Language

source | <xsd:simpleType name="Language">
<xsd:annotation>

DE for German </xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="FR">
<xsd:annotation>
<xsd:documentation>french</xsd:documentation>
</xsd:annotation>
</xsd:enumeration>
<xsd:enumeration value="NL">
<xsd:annotation>
<xsd:documentation>Dutch</xsd:documentation>
</xsd:annotation>
</xsd:enumeration>
<xsd:enumeration value="DE">
<xsd:annotation>
<xsd:documentation>German</xsd:documentation>
</xsd:annotation>
</xsd:enumeration>
<xsd:enumeration value="EN">
<xsd:annotation>
<xsd:documentation>English</xsd:documentation>
</xsd:annotation>
</xsd:enumeration>
</xsd:restriction>
</xsd:simpleType>

<xsd:documentation>Language, restricted to the values FR for french, NL for dutch,

8.1.6 simpleType MIME

source | <xsd:simpleType name="MIME">
<xsd:annotation>

</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="application/pdf"/>
<xsd:enumeration value="application/zip"/>
<xsd:enumeration value="text/csv"/>
<xsd:enumeration value="text/html"/>
<xsd:enumeration value="text/plain"/>
<xsd:enumeration value="text/xml"/>
<xsd:enumeration value="application/vnd.oasis.opendocument.text"/>
<xsd:enumeration value="application/vnd.oasis.opendocument.spreadsheet"/>
<xsd:enumeration value="application/vnd.oasis.opendocument.presentation"/>
<xsd:enumeration value="application/vnd.oasis.opendocument.graphics"/>
<xsd:enumeration value="application/vnd.ms-excel"/>
<xsd:enumeration value="application/vnd.openxmlformats-
officedocument.spreadsheetml.sheet"/>
<xsd:enumeration value="application/vnd.ms-powerpoint"/>
<xsd:enumeration value="application/msword"/>
<xsd:enumeration value="application/vnd.openxmlformats-
officedocument.wordprocessingml.document"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:documentation xml:lang="en">MIME supported by e-Box. </xsd:documentation>
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8.1.7 simpleType QualityCode

source

<xsd:simpleType name="QualityCode">
<xsd:annotation>
<xsd:documentation xml:lang="en">Quality code from the userManagement of social
security. Ex : QUAL_EMP_NOSS, QUAL_SSC, QUAL_SP_IND, ...</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value="125"/>
</xsd:restriction>
</xsd:simpleType>

8.1.8 simpleType Sender

source

<xsd:simpleType name="Sender">
<xsd:annotation>
<xsd:documentation xml:lang="en">The KBO of the sender
certificate</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="600"/>
</xsd:restriction>

</xsd:simpleType>

8.1.9 simpleType ShortString

source

<xsd:simpleType name="ShortString">
<xsd:annotation>
<xsd:documentation xml:lang="en">Short string limited to 25
chars</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value="25"/>
</xsd:restriction>

</xsd:simpleType>

8.1.10 simpleType Status

source

<xsd:simpleType name="Status">
<xsd:annotation>
<xsd:documentation xml:lang="en">The status of the registered mail
item</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="PENDING"/>
<xsd:enumeration value="SENT"/>
<xsd:enumeration value="ERROR"/>
</xsd:restriction>

</xsd:simpleType>

8.1.11 simpleType Ticket

source

<xsd:simpleType name="Ticket">
<xsd:annotation>
<xsd:documentation xml:lang="en">A ticket number as provided by the
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TNG</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:length value="13"/>
<xsd:pattern value="[0-9A-HJ-NP-Z]{13}"/>
</xsd:restriction>
</xsd:simpleType>

8.1.12 simpleType Title

source | <xsd:simpleType name="Title">
<xsd:annotation>
<xsd:documentation xml:lang="en">Same as subject of mail</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value="400"/>
</xsd:restriction>
</xsd:simpleType>

8.1.13 simpleType Token

source | <xsd:simpleType name="Token">
<xsd:annotation>
<xsd:documentation xml:lang="en">A generic token</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:length value="50"/>
</xsd:restriction>
</xsd:simpleType>

8.1.14 simpleType swaRef

source | <xsd:simpleType name="swaRef">
<xsd:restriction base="xs:anyURI"/>
</xsd:simpleType>

8.1.15simpleType Type

source | <xsd:simpleType name="Type">
<xsd:annotation>
<xsd:documentation xml:lang="en">The document type.</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value="80"/>
</xsd:restriction>
</xsd:simpleType>

8.2 ComplexType DocumentRequest

8.2.1 Functional description

The DocumentRequest type contains the information necessary to make a sendDocument request. It
only has one child item; the RegisteredMailltem that must be sent.
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8.2.2 Example

diagram
J [DocumentRequest E}—[ﬂ]ﬂ{ RegisteredMailltem

Message format for a Enveloppe containing the
DocumentRequest document and metadata

source | <xsd:complexType name="DocumentRequest">
<xsd:annotation>
<xsd:documentation xml:lang="en">Message format for a
DocumentRequest</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="RegisteredMailltem" type="RegisteredMailltem">
<xsd:annotation>
<xsd:documentation xml:lang="en">Enveloppe containing the document and
metadata</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>

</xsd:complexType>

8.3 ComplexType RegisteredMailltem

8.3.1 Functional description

The RegisteredMailltem type identifies a registered mail item. It has three child items:

- Token: The token that was included in the sendDocument request which
serves as the identifier for the user

- Document: The document to send as a registered mail item (cfr 8.4 File)
- Recipient: The recipient of the document (cfr 8.6 Enterprise)
- Meta: Metadata linked to the document
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8.3.2 Example

diagram

source

<xsd:complexType name="RegisteredMailltem">
<xsd:annotation>
<xsd:documentation xml:lang="en">Enveloppe containing the document and
metadata</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="Token" type="Token">
<xsd:annotation>
<xsd:documentation xml:lang="en">A token, permitting the sender to identify
the document</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Recipient" type="Entity">
<xsd:annotation>
<xsd:documentation xml:lang="en">The recipient of the
document</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Document" type="File">
<xsd:annotation>
<xsd:documentation xml:lang="en">The document to be sent as registered
mail</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Meta" type="Meta" minOccurs="0" maxOccurs="100">
<xsd:annotation>
<xsd:documentation xml:lang="en">Meta data linked to registered
mail</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>

</xsd:complexType>
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8.4 ComplexType Meta

8.4.1 Functional description

The meta type permits to send further specific information about the document under the form of type-
value pairs

- Type: the type of the meta data
- Value: the values of the metadata (up to 10)

8.4.2 Example

diagram

source | <xsd:complexType name="Meta">
<xsd:annotation>

<xsd:documentation xml:lang="en">Meta data. </xsd:documentation>
</xsd:annotation>
<xsd:sequence>

<xsd:element name="Type" type="ShortString"/>

<xsd:element name="Value" type="ShortString" maxOccurs="10"/>
</xsd:sequence>

</xsd:complexType>

8.5 ComplexType FileDescription

8.5.1 Functional description

The FileDescription type contains all the information of a document without containing the actual
contents

- Title: Title of the sent document.

- Digest: In order to check the integrity of the message content, the
sender must add the hash of the document (DigestValue). The WS
will then verify that the provided digest is the same as the document
digest computed according to the provided method (SHA-1; SHA-256
or SHA-512).

DownloadFileName:  name used to open or save the document.

- MIME [optional]: MIME type of the document
- Type: The document type

- Language: The language of the document

8.5.2 Example
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diagram

—|: DownloadFileName

FileDescription [ = =

source

<xsd:complexType name="FileDescription">
<xsd:annotation>

<xsd:documentation xml:lang="en">A file must have a title, a content and a "name"

to download file, and save it on disk. Mime is optional </xsd:documentation>

</xsd:annotation>

<xsd:sequence>
<xsd:element name="Title" type="Title"/>
<xsd:element name="Digest" type="Digest"/>

<xsd:element name="DownloadFileName" type="FileName"/>
<xsd:element name="MIME" type="MIME" minOccurs="0"/>

<xsd:element name="Type" type="Type"/>
<xsd:element name="Language" type="Language"/>
</xsd:sequence>

</xsd:complexType>
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8.6 ComplexType File

8.6.1 Functional description

The File complexType extends the FileDescription complexType. In addition, it contains a content
element, which is a URI that references the document in attachment (using swaRef standard).

Content: Contents of the document in an attachment

8.6.2 Example

diagram

| |
| |
| |
| |
| —FD&wnIo&dFileHame | |
| |
| |
| |
| |

source

<xsd:complexType name="File">
<xsd:annotation>
<xsd:documentation xml:lang="en">A file must have a title, a content and a "name"
to download file, and save it on disk. Mime is optional </xsd:documentation>
</xsd:annotation>
<xsd:complexContent>
<xsd:extension base="FileDescription">
<xsd:sequence>
<xsd:element name="Content" type="wsi:swaRef">
<xsd:annotation>
<xsd:documentation xml:lang="en">Reference to the contents in the
attachment</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>

</xsd:complexType>

Service specification KSZ-RegisteredMailv.1.0 - 2017-08-16 21/31




8.7 ComplexType SignedFile

8.7.1 Functional description

The SignedFile complexType extends the File complexType. In addition, it contains a signature
element, which is the base64 encoded signature produced by Sepia for the document in Content

8.7.2 Example

diagram

SignedFile [ Type

e T Gy —,

source

<xsd:complexType name="SignedFile">
<xsd:annotation>
<xsd:documentation xml:lang="en">Extension of file containing a signature by
SepiaDocumentSigner</xsd:documentation>
</xsd:annotation>
<xsd:complexContent>
<xsd:extension base="File">
<xsd:sequence>
<xsd:element name="Signature" type="xsd:base64Binary">
<xsd:annotation>
<xsd:documentation xml:lang="en">The signature generated by
SepiaDocumentSigner for the File content</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>

</xsd:complexType>
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8.8 ComplexType Digest

8.8.1 Functional description

The Digest type contains all necessary information to verify the digest of a document. It has two child

items:

- DigestMethod: The algorithm that was used to calculate the DigestValue:
- DigestValue: The digest calculated with the DigestMethod

8.8.2 Example

diagram

EDigestMethod

;DigestVaIue

Binary content of a
document

source

<xsd:complexType name="Digest">
<xsd:annotation>
<xsd:documentation xml:lang="en">Binary content of a document</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="DigestMethod" type="DigestMethod"/>
<xsd:element name="DigestValue" type="DigestValue"/>
</xsd:sequence>
</xsd:complexType>

8.9 ComplexType Entity

8.9.1 Functional description

The Entity type defines a generic recipient

8.9.2 Example

diagram
source | <xsd:complexType name="Entity" abstract="true">

<xsd:annotation>
<xsd:documentation xml:lang="en">An abstract entity. This can be a person,
enterprise, ...</xsd:documentation>
</xsd:annotation>
</xsd:complexType>
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8.10ComplexType Enterprise

8.10.1 Functional description

The Enterprise type defines a recipient who is identified as an enterprise. It has two child items:
- CompanylD: The CBE number of the enterprise
- QualityCode: The quality under which the destinatory

8.10.2 Example

diagram

“com panylD

The KBO number of the
enterprise

[Enterprise Q—Eﬂm

An entity in UMan

=

EQualityCode

The quality under which the
recipient is known

source

<xsd:complexType name="Enterprise">
<xsd:annotation>
<xsd:documentation xml:lang="en">An enterprise in UMan</xsd:documentation>
</xsd:annotation>
<xsd:complexContent>
<xsd:extension base="Entity">
<xsd:sequence>
<xsd:element name="CompanylID" type="CBE">
<xsd:annotation>
<xsd:documentation xml:lang="en">The KBO number of the
enterprise</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="QualityCode" type="QualityCode">
<xsd:annotation>
<xsd:documentation xml:lang="en">The quality under which the entity is
known</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>

</xsd:complexType>
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8.11ComplexType DocumentResponse

8.11.1 Functional description

The DocumentResponse type contains the response message the sender receives after making a
sendDocument request. It only has one child item, the receipt for the registered mail item (cfr. 8.8

Receipt).

8.11.2 Example

diagram

[DocumentResponse g}—(ﬂjﬂ{ Receipt

Response message that The receipt confirming that
should be either an echo of the document was sent
the token with a ticket or an

error

source

<xsd:complexType name="DocumentResponse">
<xsd:annotation>
<xsd:documentation xml:lang="en">Response message that should be either an echo
of the token with a ticket or an error</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="Receipt" type="Receipt">
<xsd:annotation>
<xsd:documentation xml:lang="en">The receipt confirming that the document was
sent</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

8.12ComplexType Receipt

8.12.1 Functional description

The Receipt type contains the receipt the sender gets after calling the sendDocument operation. It
contains three child items:

Token: The token that was included in the sendDocument request which
serves as the identifier for the user

Ticket: The ticket number of this request which identifies this registered mail
item and can serve for future reference (e.g. to make a status request)

Document: The receipt which serves as the proof for the sender that he in
fact has sent this registered mail item (cfr. 8.4 File)
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8.12.2 Example

diagram

source

<xsd:complexType name="Receipt">
<xsd:annotation>
<xsd:documentation xml:lang="en">The receipt confirming that the document was
sent</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="Ticket" type="Ticket">
<xsd:annotation>
<xsd:documentation xml:lang="en">The ticket number that will reference the
registered mail item internally within RegisteredMail</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Token" type="Token">
<xsd:annotation>
<xsd:documentation xml:lang="en">The token sent by the user in the send request,
which serves as a user provided identifier</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Document" type="SignedFile"/>
</xsd:sequence>

</xsd:complexType>

8.14ComplexType ReceiptContent

8.14.1 Functional description

The ReceiptContent type contains the information contained in the content element of the Receipt

type.
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26/31




8.14.2 Example

diagram

[Rmipt(:untent ['l]—(—--—jzl— E:-e- t

FileDiesorint

Document

source

<xsd:complexType name="ReceiptContent">
<xsd:annotation>
<xsd:documentation xml:lang="en">The contents of the SignedFile in the
receipt</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="Ticket" type="Ticket">
<xsd:annotation>
<xsd:documentation xml:lang="en">The ticket number that will reference the
registered mail item internally within RegisteredMail</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Token" type="Token">
<xsd:annotation>
<xsd:documentation xml:lang="en">The token sent by the user in the send
request, which serves as a user provided identifier</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Recipient" type="Entity">
<xsd:annotation>
<xsd:documentation xml:lang="en">The recipient of the
document</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Sender" type="Sender">
<xsd:annotation>
<xsd:documentation xml:lang="en">The sender of the
document</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Document" type="FileDescription">
<xsd:annotation>
<xsd:documentation xml:lang="en">FileDescription of the document that was
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sent as registered mail</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>

</xsd:complexType>

8.15ComplexType StatusRequest

8.15.1 Functional description

The StatusRequest type contains the information necessary to make a getStatus request. It only has
one child item; the Ticket of the transaction for which the requester wishes to know the status.

8.15.2 Example

diagram

(St &— (= Frowe

source | <xsd:complexType name="StatusRequest">
<xsd:annotation>
<xsd:documentation xml:lang="en">Request message containing a ticket number
for which the sender wants the proof of dispatch</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="Ticket" type="Ticket">
<xsd:annotation>
<xsd:documentation xml:lang="en">The ticket number that references a
registered mail item internally within RegisteredMail</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>

</xsd:complexType>

8.16 ComplexType StatusResponse

8.16.1 Functional description

The StatusResponse type contains the response message the sender receives after making a
getStatus request. It only has three child items:

- Ticket:  The ticket number of this request which identifies this registered mail
item and can serve for future reference (e.g. to make a status request)

- Token: The token that was included in the sendDocument request which
serves as the identifier for the user

- Status: The status of the document

- Document: The proof of dispatch when the registered mail item was already
dispatched
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8.16.2 Example

diagram

source | <xsd:complexType name="StatusResponse">
<xsd:annotation>
<xsd:documentation xml:lang="en">Response message containing the
document status and the rpoof of dispatch if available</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="Ticket" type="Ticket">
<xsd:annotation>
<xsd:documentation xml:lang="en">The ticket number that
references a registered mail item internally within RegisteredMail</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Token" type="Token">
<xsd:annotation>
<xsd:documentation xml:lang="en">The token sent by the
user in the send request, which serves as a user provided identifier</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="Status" type="Status">
<xsd:annotation>
<xsd:documentation xml:lang="en">The status of the
registered mail item</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="ProofOfDispatch" type="SignedFile"
minOccurs="0">
<xsd:annotation>
<xsd:documentation xml:lang="en">The proof of
dispatch</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>

</xsd:complexType>
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9 Common error codes

System Error Codes:
These error codes indicate a problem in the request sent or a system error.

Code Description Cause Explication

SOA-00001 Service error This is the default error sent to the consumer in case
no more details are known.

SOA-01001 Service call not authenticated Consumer From the security information provided,
either the consumer could not be identified
or the credentials provided are not correct.

SOA-01002 Service call not authorized Consumer The consumer is identified and authenticated,
but is not allowed to call the given service.
SOA-02001 Service not available. Provider An unexpected error has occurred.
Please contact service desk. Retries will not work. Service desk may help with
root cause analysis.
SOA-02002 Service temporarily not available. Provider An unexpected error has occurred.
Please try later. Retries should work. If the problem persists service
desk may help.
SOA-03001 Malformed message Consumer This is the default error for content related errors in
case no more details are known.
SOA-03002 Message must be SOAP Consumer Message does not respect the SOAP standard.
SOA-03003 Message must contain SOAP body Consumer Message respects the SOAP standard, but body is
missing.
SOA-03004 WS-I compliance failure Consumer Message does not respect the WS-| standard.
SOA-03005 WSDL compliance failure Consumer Message is not compliant with WSDL.
SOA-03006 XSD compliance failure Consumer Message is not compliant with XSD.
SOA-03007 Message content validation failure Consumer From the message content (conform XSD):

extended checks on the element format failed or
cross-checks between fields failed.

Business Error Codes:
These error codes are defined by the application.

Error code Description

EPOST_TO01 Internal Server Error
EPOST_TO02 Unauthorized

EPOST_TO03 Cannot capture soap request
EPOST_TO04 Unsupported principal type
EPOST_BO01 Business Error

GENERIC_XML_TO01 Cannot generate GenericXmIiDocument from xml

GENERIC_XML_T02 Cannot build Request from GenericXmIDocument

GENERIC_XML_TO03 Cannot generate xml from GenericXmlDocument

GENERIC_XML_BO01 GenericXml does not contain all required data

REPO_T01 Repository error

REPO_T02 Repository validation error

REPO_BO01 Ticket provided does not match Registered Mail Item
FILE_TO1 No such digest method algorithm

Service specification KSZ-RegisteredMailv.1.0 - 2017-08-16 30/31




FILE_TO02 Cannot persist file content

FILE_TO3 Cannot read file content

FILE_BO1 Digest doesn't match document.
FILE_B02 Digest method not accepted (only SHA-1
SEPIA_TO1 Sepia system error

SEPIA_TO02 Could not sign receipt

TNG_T01 TNG unreachable - system error
TNG_T02 Cannot create ticket

JMS_TO01 Cannot send JMS message

JMS_T02 Problem getting JMS queue

JMS_TO03 Problem getting JMS connection factory
JMS_T04 Unable to set IMS message properties
JMS_T05 Unable to get JMS message properties
JMS_T06 Cannot read JMS message

JMS_T07 Cannot build IMS message

JMS_BO01 JMS message properties are missing

Comment: Libraries that could/should be used in combination with the use of this service, should be
documented here
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